
D I G I T A L  &  E L E C T R O N I C
GOVERNING
LAW The 2019 coronavirus disease 

(Covid-19) has a profound impact 
on business globally. Amongst 
others, the usage of electronic 
signatures/paperless signatures 
generally known as E-Signatures 
or Digital Signature emerges as 
the new norm. 
First of all, E-Signature and Digital 
Signature are legally enforceable 
in Malaysia. Our governing law on 
Digital & Electronic Signature is 
Digital Signature Act 1997 (“DSA”) 
and  Electronic Commerce Act 
2006 (“ECA”) respectively.



WHAT IS ELECTRONIC SIGNATURE 
(E-SIGNATURE)?
An electronic signature is broadly de�ned under the ECA as 
follows:

Any letter, character, number, sound or any other symbol or any 
combination thereof created in an electronic form adopted by a 
person as a signature.

Section 5 of ECA:

WHAT IS DIGITAL SIGNATURE?
Section 2 of DSA can be summarised as:

Signature which uses an asymmetric cryptosystem that is veri�ed by 
reference to the public key listed in a valid certi�cate issued by a 
licensed certi�cation authority2



LEGAL EFFECTS OF 
E-SIGNATURE

Section 7(1) of ECA provides that the formation of a contract to 
be legally binding and e�ective if it is communicated via 
electronic means. 

E.g. A person is said to be using e-signature by electronic means by 
signing on a piece of paper, scan it and used the scanned image to 
create a scanned signature.

Where an E-Signature is used to execute a contract, the electronic signature will be accepted if it satis�es the 
following requirements under Section 9(1) ECA:-

attached to or is logically 
associated with the 
document;

a) adequately identi�es the signer and his 
approval of the information to which the 
signature relates; and b) is as reliable as is appropriate give the 

purpose and circumstances for which 
the signature is required. 

c)



LEGAL EFFECTS OF 
E-SIGNATURE

Section 9(2) ECA further elaborate that 
E-Signature is as reliable as is appropriate if:

the means of creating the electronic signature is 
linked to and under the control of that person only;

any alteration made to the electronic signature after 
the time of signing is detectable; and

any alteration made to that document after the time 
of signing is detectable.

a)

b)

c)

However, refer to Section 2 of the 
ECA, some transactions and documents were 
laid down which are NOT included within the 
scope of ECA are as follows: -

a) Power of attorney
b) Wills and codicils
c) Trusts documents
d) Negotiable instruments (Ie:, bank cheques)

As such, NOT all documents are suitable to be 
electronically signed particularly documents 
that must be attested before a commissioner of 
oaths are not allowed to be electronically 
signed.



LEGAL EFFECTS OF 
DIGITAL SIGNATURE

a)
b)

Section 62(2) of DSA clearly stated that: -

A document signed with a digital signature shall be as 
legally binding as a document signed with a handwritten 
signature, or a thumb-print or any other mark;

A digital signature created in accordance with this Act shall 
be deemed to be a legally binding signature. 

Section 64(1) of DSA further provides legal 
requirements for a digital signed message to be as 
valid, enforceable and e�ective as if it had been 
written on paper that if:

it bears in its entirety a digital signature; and 

that digital signature is veri�ed by the public key listed in 
a certi�cate which

a)
b)

was issued by a licensed certi�cation authority; and 
was valid at the time the digital signature was created. 

i. 
ii. 

It is safe to say that digital signatures may ONLY be 
generated by licensed software providers found. As 
such, for a digital signature to be valid, enforceable 
and e�ective in Malaysia, it has to be certi�ed and 
validated by licensed certi�cation authorities.



CASE LAW

Yam Kong Seng & Anor v Yee Weng Kai [2014] 4 MLJ 478
In this case, the point in deliberation was whether a Short 
Messaging Service (SMS) would be deemed to be a valid digital 
signature. 

It was held by Federal Court that signatures need not be 
written. It would be su�cient if there was any mark, 
written or not, which identi�es the act of the party, 
perhaps in the form of a mark or by some distinguishing 
feature peculiar only to that person, then the 
acknowledgement had been signed. The conventional 
paper is substituted by the mobile phone, which holds a 
feature that can preserve information or transmissions 
in the like of an SMS, with the telephone number 
representing the caller or the sender of some message. It 
is the norm nowadays to substitute the number of an 
identi�ed person with his name to assist instant 
recognition. The fact that the respondent admitted 
sending the SMS sealed his liability. 

In a nutshell, in order for an electronic signature to be enforceable, 
the following requirements must be ful�lled: -

The documents must be in the form of an electronic 
message;
The abovesaid electronic signature has to be associated 
with such electronic message;
The electronic signature is adequately identi�ed as the 
signer’s and his approval or consent on the information 
matches which the purpose and circumstances in which it is 
required.
Consent mentioned above may be inferred from the 
signer’s conduct.

1)

2)

3)


